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» deduction & equational consequence OBFEZEBAS A
95 (cf. algebraic specification)

2. cut elimination £ #EHERR

1. N. Galates and HO, Algebraization, parameterized local deduction theorem and
intarpolation theorem for substructural logics over FL, 1o appear in Studia Logica 83, 132
{2008).

2. F. Belardinelli, P Jipsen and HO, Algebraic aspects of cut elimination, Studia Logica 77,
209-240 (2004).

ME~NORBWT TO—7F

» EHRRBEOFTRIR L L TORMBHEE
# universal algebra 4 algebraic logic O A ELHREEH A

s SFEITFELURBERUMBAISH—NICERTEL
ETHEIZT

SRR S EIBEDRBIZOLNTORENERE HT-
A, RBHAEEZ < ORBICHECERIZDLWT®O
BELHEEFHT=25. HARIZONWTOSHLEIEZEA
HIElzkY, TOFRBIBLELATES.

Ok, Maren 2008 = 5 3

mIEEHH S REORRIE

REOKBE. ERXOHEE L TORETE. MRAHEL
TOT—)LiEE

»  Boole, De Morgan, Schroder

G. Boole, The Mathematical Analysis of Logic — being an essay towards a calculus of
deductive reasoning, 1847

2 OHIZICHEITHHRHMMNT TO—FOEM

# tukasiewicz, Tarski, Lindenbaum, Rasiowa (HR—5>
R ERR)
» Tarski, Jonsson, Blok, Pigozzi (universal algebra)

OE, Maren 2008 = 3 411

R¥EHFEIZHT 2BRE
Gian-Carlo Rota ¥ "Indiscrete Thoughts" (1996) & U,

"Ever since theoretical computer scientists began to
upstage traditional logicians we have watched the
resurgence of nonstandard logics. These new
logics are feeding problems back to universal
algebra, with salutary effects. Whoever believes
that the theory of commutative rings is the central
chapter of algebra will have to change his tune. The
combination of logic and universal algebra will take
over."”
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DFCIIERIHRREICHT S —7 2 FHE LI Endg
T4 TREDT A HA 262 5.

& Frrap,...,an = 3 EF, LI TL—452k
ag, ..., am = § HEEBAE S (provable) C &

2 ap,..., amF*Lgd EX. 2 ai(i=1,..., m) =<
initial sequents & L T2ITMA AR T = 34 L] TH
&t 4 (deducible) = &

RigEE

I'+*py 3 < I = [is provable in LJ.

SOE. Maren 2008 = 5 8
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FOL D #4874 T O R ErIARIR FXHHEOHKR1
‘7*‘/—'7:/ o = (3 O provability (REX o, 5 & ,_
term s;,t Z@E—18) HAD &SI, EDREAT AT equation TREhd LS54

# The inequation vi(s; A ... A s, < t) follows from the R#DH 52 equational class (X1=I2 variety) &£11 5.

axioms for HA in FOL
- . R ET HEBOD I S5 A D equational class DIHE
@ ai,... on 55O deducibility quasi-equations DM ATEEM X FOL DA ERTH S
» The universal Horn sentence (quasi-equation) equational calculus THZh(E+5
Wz((sy =1and ... and s, = 1) imply t = 1) follows from
the axioms for HA in FOL

EETFE YIS ZOOEHMAFLL, LAMAL—ED
substructural logic T3 E# (LR LAY

L = L .
7 8
EXEEDHRFR 2 Equational consequence
[ o [ N
» g=38
o il B EFpyqgu=v &ld, FXOKRE EICBTEFREQEBLLT
i et DML FIT, EXHHOKRTER v = v HWAND
®» s=tandt=rimplys=r &
# sy =tyand ... and s, = t, imply f(s1,..., Sn)=

f(tll"'!tﬁ)
Algebraization Theorem (D ZER)

Z C Tl& Birkhoff @ equational logic & (84 Y —AFa9% 72 - - B+ -1 =1} F -1
TORADGHIIZEE LG, EDORDY DEFDREE < S N A B e ST
2 sty sty LU
o u=w F=FEL. u=whHA ODHIBRBEORABODE & = {s1=t,....sn=tn}Frau=v
® (s 1)=1<+=s=1 «aisprovably equivalentto o « 1
L o L -
9 10
Algebraizability Algebraizability M 5F5n5ED
& (deducibility) & equational class (equational
consequence) ##5 5 —BRNGEAF—7 BEOMBEERHBOMEIZELICIRAE TE S, universal
algebra O EPREROF AL ATHE.
®E L — equationalclassV (= Mod({x =1:¢ € L})) » BESKOLTEME
» RENEHHEORBNFROT
& ay,..,onb' Ll = {s1=1,...,8m=1}Fy t=1
® syt syt puew TRTOEHHEERE L algebraizable (Galatos -
= {o1=1t1,.-.,.8n =t} Fru=1v 0)
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Algebraic cut elimination Gentzen structures
— — -
» cut elimination M DB EBRIL@H 7
» REREEMEFRT6HIZHEZA cut elimination theorem Tk, ¥—452bay,...,00 = 30 cut-free i
MEIBA% algebraists ICEB LB LVETHI-Z S provability (& ?

® YVI(s1 A... N sy, = 1) follows from the axioms for HA??

=i b a,... an = 3 0 provability IF2EF®D & 374K
HEBRABHI-Z ATV =, cut AELVE = [ transitivity E#Ffz7E Ly

® The inequation Vi(s; A ... A s, < t) follows from the

axioms for HA in FOL Gentzen structures MBA &, £ ® Heyting algebras ~D 18

A& (quasi-embeddings)

Belardinelli-Jipsen-HO M. BEB®OHEOHRRIE

L . L .

OE, March 2008 - 3130 R, March 2008 - 3140

13 14

T DAIAENME 2005 FICH T HHARHR
[ N [

» The 9th Asian Logic Conference, August 2005,

» cut elimination IZ&k 25ZEMESR  — Ciabattoni-Terui, Novosibirsk.
MacNeille completion & cut elimination (HO) # Trends in Logic 1ll Conference in memoriam A.

» proof-search AHRAF v 7T fail — HR#A Mostowski, H. Rasiowa, C. Rauszer, September 2005,
counter-model MR — B, BJO Warszawa & Ruciane-Nida.

» 83k & L TO algebraic proof — e.g. action logic, » B2BPRTFLBRIEORPEMN L KDDL, October,

non-associative logics 2005, EEW SR TFLBIIMEESS—.

E <58 Algebraic and Topological Methods in
Non-Classical Logics Il (June, 2005, Barcelona) @ chair

L ] L ]

2006 FEICH T LHAREE

» N. Galatos, P. Jipsen, T. Kowalski, HO, Residuated
Lattices: an algebraic glimpse at substructural logics
("Studies in Logic and the Foundations of
Mathematics", Elsevier) @ iR

#» The 3rd Workshop of Algebra & Substructural Logics
(November 2006, Krakow, Poland) @B (cochair)
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A -8, and
For any ¢ s.t. & F —yp,
F o — a implies o= p.
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1. XEFRAREDHISEFE LT ERERD.
2. PERIZEKYANICHTHERARERDS.
3. FRALIOHREXEMITS.
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PRP S dmam NN -playor €O ewm VP -bbwner  NPLmul
OT 'l WN -
our player H Mas e ball
28
EEBER
CLANG Corpus: 3003Z, Cross-validation test
Methods Precision Recall
74.3
SILT (Kate, AAAI 05) 843 51.9
SCSISOR
(Ge and Mooney CoMNLL 05) s f2s
30



HEBEX

DS FENE

ERXDRPTVERT

« ERXDEH
« RRVAT LA
(W)

EEXDHEAH

s FHERTRXEHZARIEL, BB EE
TIRZ, FHE—DIOAMLTHAET
(E%1=ﬁrﬁ¥ﬁ/£“o)u)hﬁ*lf.]?ctjﬁ-lt\, 2002)

31 32
34 — Eﬂ:

Ji-n Ko) }}'ﬁ lié%xlﬁj—s(*éﬁlbn\\o)*-rgﬁ
eI, BIREERICES A RO —EI=IEBITIEE M . ;--O)tg‘.%l:ﬁ:?l.\'c 10T EF L VHEDFHXDERICIFFRAET
ERINATOSBEICENT, ERARHRBIRESN TS © EXOEEORICFHAEITON, FUXCEHAONBOEED
BHEBRICESLTRLCEMNTEDEEL, HTHEREIC BISFITEAL. .

HL. SEBH LR B OEBRLETRIEESEL, S R i AR o T RREAEGO
Ay - aR -
(BWURERLHKZABER R . rT—f—LJ\f’hd)iBAIJaL\'CN)'FHd: RREFTD.
. THT, D D ID L3R ALY D18
e A, SIS TN e iyt 4 o
FIGMRIL, - WEITBLT, - LEIE, ISR, 5 : g%???."iﬁ;ﬁ,_zﬁ"’**’”“"‘”“::ﬁ%”’a~ TRTROHEO
BAERVEBS IS OEMRLAE T RIEESEL, '“”
(L@, EHTEBIRAOHS S DY H ILBER)
33 34
R it 51|48 &
T8 | ~[E. (50). ~. (2), ~B5.(1) e X > BLLIE
S | ~EFIEL(21), ~BDDIEN, ~ T, (BFEADERY) (), ~E2RY. ~HEERE.
~FBIZBVTIE, (2), ~BETH>TH, ~FEIHVT, ~BAIZHTIE. A%LGiBRiinL(I#D
~HEE. ~FL. ~THO>T, ~TEDLS. ~ITRY. ~EEFERE. ~(THBLTIE. — A
~ 2o Tl ~ITABDBT . ~[TBNT, ~ECBIZEY., ~ISBfoT, ~EIZ. LI
~[TLBWT, ~ 2T ~B ~DED . ~D L. (1) Rli —B
R | ~ITHL. (17), ~[ZDNT, ~IZDVTIEL (2), ~ELT, ~ISBL. ~I2H>TIK (1) T —
. = et —
B | COBEITHLT, (6), 2L, (5) &U jtu[ "EJE*% <l: C’
AF) | <BF>. (7). ~&&BIZ (), ~L.(2), ~L. RU(1) D
(B IS5 ABAEHBISAES)
35 36

19



HEEFEN DO EENIE

KNP &=

¢ XFELKIABBREZAELISHIRADME., BFRUHR
BERXEIE. ZHTHERDRITNIEELEN, (HHBAEFE 1655

)
XrELLIE<P>

ERTAH

o T ELIM TS HIER L AE LR O . &8 R U
FERE, FHTIhEEOLRIThIELLAEN, (MABEEHE155%
218)

T
[FELZ] 5 W
[XiX] [3=FR
[ELE] HRAR| |—D

AT
¥
[RU] PR | —IL.

FHITIhERHETRIZLESLE,

38

A BT XL <P>—PARA <P>
XAELLE<P>
HERAT D <P>—PARA <P>—PARA
g, <p>
BB U<P>
FIE XL, <P>-PARA
E3hG
h#
EOHBZTNIEESELN,
37
HFHELLLP
AR R [£<P>— PARA <P> =i
- ‘ L) AR
ifﬁEL_ﬂt«.l.- T
HWIRBTO<P> — PARA <P>—PARA e | I
il <p>
ERRU<P> il
£33
(B FEEE | i,

MEERIL, <P>—PARA
EHT
ohE

BT RIEESEL.

EMTINEEDUTRIEELEL,

ERXDEFENE

c ETXOREXANDEKH
- ERXOAMELRBER O Rk
- EMAEOHRR

c BEXDORPLTVERT

20

39
_nmin
o AESEMA =0
- RBEOEHE, BEFOHKL
—EXBAEDEBRBENHRERBEOBRE
o O—/\REFIEXOT
« VRATLDUE
- BEIER%EENT
. BmEE
- LEMED KM
41

40



CafeOBJUZ WA FiE =aaumRdtBsEic&s s X7 LIRE—
Y, NI =
LR SRR T AR A S (BRI

CafeOBJZ ALV -IEXFi&

-- RATAMERIHBRERICL 52T LRE --

AR EMEHPHIARRAS
R TR
RIENEHPHE

JAIST-IS LDL

= 3. ¥
FUTATSUGI, Kokichi

BETHIL

o BAFELIXfFH?
® Cafe0BJ & [E{a]v?
® Cafe0B)DERAEH : EFEMEI 70 oL ORI

* SHORE

JNST 2VC0E Sympo 060310

2
VZbOzFIE YATLAIRICETSEERE
socio-technical systems
X Fi%(Formal Methods) &Cafe0BJ L 3&( %ﬁ cBHLALTTELSREHZ{ORYEN
n JOFSLEESTLESTHOTCIIEBEICEXRLERA
OSRWL—————— HOSAWL MREITES.
o m/ o hidden ® BR - HH - B LALTYRTLOEREN - REHE
H- ERERT SHH
riper " VAT LOEEICE> TR T AN ITH AL
S : sorted o KT so0T70bvY, fIEFEHLAT LA
AL psr A : algebra ) B RUATLTERAEISEMNFEhIL
/ RNL : rewriting logic « TBOAT L, BRSO 2T, RS RATL..
MEA m— S
4
X FiE(formal methods 74#—<IL A VY F) ¥ &L ? Problem& [ ? Machine& (X7
o MESOMBMES LICRBESC AT LM gl R
= ER U, T0SSLERE, Bl REEL w—
F¥EETIVICE IV TR LB - BEET 5
e st HHk(fornal specification)l=® 3¢ SRF L RV 5—T2—2
FRRFE itk
n ¥EEHML SR T LOBEEE(verification,
validation) M EIBEIZ S
ﬁgﬁ& by Michael Jackson
BIEEVAT LME OO DR LIE QK& 15,
fa®SF5n 5 (cg. [TSEC) JRTSLA—F
JAST P000E Sympo 060010 JAIST HCOE Sympo 060310
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CafeOBJZ AWV -TERFiE

HRERBTRETHY, MPEME. T2t FEE.
ML L o R ER O EMEELL

o RETTHE (refutable) : HANEHRMICRETES

b

® EFEME (consistent) : MESATWVIAEIZH
SFEMNELN.

® 2% (complete) : BELENBNTATHRESAT
3.

® JEBRRBETE (unambiguous) : MESNTLWSABH—
BIIEHETE5.

® BBtE (transparent) : MESNIXSABLER
LELBREhTLNS.

JMST 2ICOE Sympa 060010

FERe K4k (Informa | Specification)

e B, B, Y1775 LR EEAVTEMIMI-TH
NDESIz, BREEHLIEFILLHAMNEZ SATL
ALV HR

o MFIEUFOMHENET IROBRELLLIRE TH
RO #ERNICATTAC &AL <, KB
ETIEEWI EHH S

o MFIENE, T2 FEBREMLGEOEEZ RN
THESHHETZLMEMTHS

o AL HIIRALEETHLIN, TOMHEERED
TES ZEMNKT

JAIST 2VC0E Sympo 060310

fesLtt#k (Formal Specification)

. &)bﬁ\Ld)-ﬁ-iBhf-ﬁiﬂl‘ HVERERET S
CENTESHULEE

o RBAETHY, MFERPLELSHENRAL
Eli—&ﬁﬂ) L AL THEHT - REET & A REMEN
L

® HEHMTHLELLTY
m 6 EFE (formal language) TEHINIB

o PEMNME . HiER, EiE kdotrh. . .
LE3ETNTSLEREFETHLIIC

JMST 2ICOE Sympa 060010

KXt HRERE OIS LER

o XL ER
=(AM®D)BEOHERELTOERE
e oSSz I8
= (A~ GSEEAIERLLTOER
o BRAHHEFBIHNBEFOERLOERRLIZHSD
s RRESR
n REBRERE
s KBHEHRERS
= MERRER

B UML (Unified Modeling Language)
Cafe0BJ XL HEEE

JAIST 2VC0E Sympo 060310

: RTARARLEEREE

& JAISTZABIRZE £ (210E L LizhT- Y BENGEF—LTHENS

o Cafe0B) Cube(IEFF /— k4% M, BERMABE )b LS
e oy B, BERTRE-)D

s SvEy FTAaREAEYY, HERRE
= VOM/ZIZRITRIHE T I

L] ﬁiﬂlEI:ﬁﬁ( MR HERNORIENTES Light weight formal

l ws Isabe I/HOL ,Coq % & [Zhigher-order log u:l'ldl.\'cdb‘:l
(users are supposed to be familiar with math. of
pr

L] FfﬂiﬁiiLtnﬁ&lﬁt‘ééma\J 1B L TEBAEA L
(traceabil ity)

Cafe0BJ official home page:
http://www.1d|.jaist.ac. jp/cafeobj/

JMST 2ICOE Sympa 060010

10

CafeOBJERAD3IDD LR )L

22
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1. B ttHk(formal spec) BT 5 ; BXETILEHE
% BXUABREBTHEREERT D

2. EERTF(HENLGRT, YSL—Yay, SvEFRS
AREAEDNFICEY, HROMEEZFzvIT5.

3. EEBAR 27 (Proof Score) DEFTIZ & 53 EERILEHREE
L] lgmction(mﬂ.lﬂi)lzck YO ERIET

MEERREELCT, BPLELRANERRTD

JAIST 2VC0E Sympo 060310
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CafeOBJZ AWV -TERFiE

Cafe0BJI= & HIREE

| BREEL (%, HHk SPAER PEBI-3EERT L |

R SPAMER P 2T L, RSP OEED
EFILM AR v EEH-FE

ik sP OETILLIE, iR SPERBEhTAT
DEHFABREE-TETILOZEL

ETILERE. HHRIZRA LD DOEEY (type, sor)&
0O LICEB/EH I IRE - WI (operation, function)®
FOWMFENE AT Lalgebra)

JMST 2ICOE Sympa 060010

Mathematical model of CafeOBJ: order-sorted algebra

All functions (operators) are postulated to be total.

JAIST 2VC0E Sympo 060310

13
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An examp le of Proof Score in Cafe0BJ

An Identify-Friend-or-Foe (IFF) protocol

1. check P ==->Q : R

2. reply Q --> P : E K(R,Q)

[Demonstration]

Cafe0BJ OB I

JMST 2ICOE Sympa 060010

o SETFTILTIZL

o avil—R bIxTF
® Jawva Beans

* BFNES AT L

® UML(Unified Modeling language) (DEBEN
® classDiagram+sOCL

e BEE7oran
® NSFK,STS

o EF@EEI 0 RaN
® iKP, SET, NetBill, SSL

® £Xa7 - I—HT70—-EFN
® Role-based workflow models

® LATLAMAOT— (HBADLEPEL -  EEOESETIL
& DR

® Domain Engineering and Digital Rights (DEDR)

JAIST 2VC0E Sympo 060310
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Cafe0BJERAWV=BFEmM5I 70 L OEH

fRim-RELE=T0 FaL(1)

® ikP (i = 1,2,3)
= 19954F(CIBMTER SETICEEESA-LDD1
n [(ER)BTHNILENITILEE, HTRYFLEHL
FIEEFNRICRABLTWAL ELVSCEDRFIEFHER.
® EIE2RPEEE ke LR HEZH THLERIL

® Horn-Preneel/NMEXH IO b

® Horn(Siemens) &Preneel(Katholike
Universiteit Leuven)IZkYHkEt(ESORICS98T

#R).
= EYFACBRER TEEVCEERIL

JAIST 2VC0E Sympo 060310
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CafeOBJZ AWV -TERFiE

BAT-REELE=70 FaL(2)

® SET (Secure Electronic Transactions)
= MasterCard&VISAIZ & Y FOE—b.
s HHE® (199743A318) HAF ; 1000<—T.
s B, T 70 FaLOETILEERSD.
® NetBill
m 19954E [ZCMUTER BT,
= HE, gﬁ%m:ﬁ-y F7— CEEARELEROTE
WnXE.

 BROEELZLLOEFRERIL ; SETETIE, B&
DEE X R,

B WCONDEELIMERZR LTINS & #RGEF

ERAXETHLTLALERSATLOMESE, MF
ISIEFALTVAEN E2H#E.

JMST 2ICOE Sympa 060010

fRAT DR

e JOFINLDOEEETILOER
n AEEETHIONZHBEIERLTS
s JORLOEEOET L EEBBHMEEL TR
® CafeOBIT(HHT)ET LA,

o EFINEHADOUHEET C LOBRIE
s R (CORMRBTHET < Tinvariant)#X THRE.
o Bl BERSIERALLL. Ave—S0EETORIE
® CafeOBJT(RFES M) MAMESNRL, BEBAICL
YEX MR TR

JAIST 2VC0E Sympo 060310
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ETIMELRIEDOEE (1)

. %%;gﬂi'l‘?ﬁﬁ!lﬁ!ﬁ?ié-‘bﬂ)bﬁ‘:fz’l‘f&‘)
+ BWFLERYFREERETAERFELTEY, L
HEFLESITLHEVNENND LT S.
- BME: EUVF, TYF, ALVFAIETTHE
(8R17%) .
+ A2OFELHTHEVERREE)EETLETHDT
B, EhoOBRL-REEETILIES 5.
- ELOTRVWELLOBBLEESRE T4y
91 ELTETILET S

ETIEEREIOEE (2)

JMST 2ICOE Sympa 060010

[FEy2) RETFOIEETS :

oy b= DHEW DA vbE—DMEE EL
MISHAOREANLLZLVGES, BEXEESTELL
sy HEORIXEHRTELRN

I MEQEEFEETELDL

o EEICIYBMEELLELAvE—CORBE, EL
s AOREHNSEMES, WEXEERTELL.
BTFREAOREALLEVRE, BTFBREZERTERL.

DFEY, XY rIT=HFA=TUTHY (F 28— Y D LS

1), 7O FaLTEATIMEREPAGASCLFENCE
EEELTVS.

JAIST 2VC0E Sympo 060310
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SEORE

-
o

EXFED 281 (1)

o EEHELXBEOER/HF (BALHER
= ESREH, BEEHCE
8 VAT LA BA—T1—A DR
o XWE--BRA--FTEE

e BEIMEHEMNBEL AT LOMBEN (RIETLA
T L ETIVIRE. BEIENA)
s EE{EEEVATL
« {8, E-E, i, ABE, fikk.
HOFEFTIRABHAELL D ITsECHE DR

JAIST 2VC0E Sympo 060310
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CafeOBJZ AW R FE

EXFED 281 (2)

esseasssnsses
o MEOETIEE TOMIT/HBIE (pre-coding or without-
coding) MALRERLNERRIE
u EREH/ FACETLOBIEHEEORIT/REE
n w2l TRYS—/E DRI — L ORI/ BIE
n #HEL AT LORI /R
u AL RT LORIT/BRIE
® JOFSLa—FOETFLLL ZOR/BI (post-coding)
Mo — FRITE () BRREES A T4
W Verifying complier (for million of lines
program)
# Verified compilers, wverified operating systems
® Application generators generating verified
codes
# verified web services generators

AMST 21000 Sympo 060010

Cafe0BJ Ol AR DR

o Bk - WEL
m ER{CHR. RET O
B VRTLLB—T— 2D/ BEE
+ XEE--BFA--RTEHE
. gﬁﬂlﬁ F REMHSDELGHR IR TLOETILE -

m 2. SOE. BEE, ik E(E,
o -G E LTYRTLA—ROETIVE - B - BIE
n RYhIT—=GL AT L
A RTL
n HEVRT L, EDRAVRT L
+Domain Engineering and Digital Rights
(JAIST/DEDR)
JMIST 29C0E Sympo 060310
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Verifiable trustworthy e-society based
on model construction and proofs

WIIEGSE
Mizuhito Ogawa

Targets and methodology

* Methodology
_—~Mathematical mode|,_, - Theorem prover
“--Various logic Isabelle, MONA

- High-level design

+ Verification targets

Manual model construction

uLZ
_Program code <:> - Model éHé'c‘.ker—-,,'l
- -Java, ML _Wﬁighmd'ms

Automatic model construction

Use existing tools / theory as much as possible

1 2
o What is temporal authentication ?
Recent work related verification
Certificate an occurrence of an transaction at “time”
o} Temoorsl suthentication slaoritm verification fwith! «Time stamp by digital signature (rfc-3161)
'Ir;?_r_mr'lpggsa;uthentlcatlon e o i (Wlth +Linking and publication by hash (ISO 18014-3)
; ; Time stamp by digital signature (rfc-3161)
. Open induction library on Isabelle/HOL (2005-) S Standard clock
i ] Time certificate request ‘I\"deqs““['\“
3 i igest |
- Java analyzer by Weighted pushdown MC (2006) —
et s s st et [ F—
\:;!Eszsa 2 (TlmeStgmplng
« Type guided MC of security protocol (2005-6) \ Digest Authority)
Time cemt‘mte.] i ﬂl)igital signature
3 4

Linking and publication by hash function (1SO18014-3)

Compose past time stamps by a hash function

time 1, time 1, timet, , periodical

publication
Z }—ﬁ I

We assume collision-resistance, one-way hash function.

Time stamp by digital signature v.s. Linking by hash

Time stamp by digital signature Firsi certificate

Pros :
+ Relatively safe for intra-dishonesty by Hardware Secure
Module.
+ Fine precision (< sec).

Cons:
+ Contamination of crypto system invalidates all certificates.
+ Relatively short life span : ~5vyears.

Linking and publication by hash function  Secondary certificate

Pros :
+ Relies only on hardness of a hash function (e.g., SHA-1).
+ Relatively long life span : ~30years.
Cons:
i' Hash function has no key: gua:ant-.-. requmd for intra- dlshonesty‘
' » During publication period. no auditor can check. _ '
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Mutual checking mechanism

Public witness
(Hash value at the root)

cllan \ MutL._lgl! _c;h(_-:-ck /

| cl|an | § Lu !ll “ u...-

Merkle tree (Merkle 1979)

« Merkle tree = Binary tree + hash function

» Each node has its hash value, computed from a
pair of hash values of its children.

ha\f"r{l 0v.1)
P e A A

We assume collision-resistance, one-way hash function.

Incremental Merkle trees construction for registration requests at t, . fs f5. ts

Public witness
= ..L‘/"’_"(Io be publicated)

"'-.\ Spatial slice of {f, £, 15 1, 1)

Optimal slice of {1, . t5 £, 15}

Temporal slice at £,

o LALr,) : left authentication path

D RAs(r,) o (relative) right authentication path

What we proved ?

» Property 1: Correctness of incremental construction
- Manual proof known, verify with MONA

» Property 2: Correctness of Incremental sanity check
- First manual proof, assisted by MONA

t, ts [#

§

MONA: satisfiability checker for monadic second order logic

9

10

Recent work related verification

« Temporal authentication algorithm verification (with
NTT, 2005)

* Open induction library on Isabelle/HOL (2005-)
« Java analyzer by Weighted pushdown MC (2006)

+ Type guided MC of security protocol (2005-6)

Why open induction ?

* Understand Axiom of Choice in
|sabelle/HOL.

- Library related to Zorn’s lemma

» Formal proof of Kruskal-type theorems.
- First goal: Higman's lemma

» There may be demand for “proof”.
- 3 tries in 2005 (2 succeeded, 1 failed)

11

32
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+ Def. (A=

» Higman’s Lemma. If (A, =)is WQO, (A*,=

Higman’s Lemma

) is WQO if each infinite sequence a,, a,, ...
has i, jsuch that i< jand g, = a;

)is WQO
where a, a, ... a,, = a’;a’, ... @', is embedding.

eg. (1,3,2,5)=(1,4,0,26)
-(1,2,3,5)=(1,4,0,2,6),

History of proofs of Higman’s lemma

* Higman’'s Lemma (1952 Higman)
* Proof by MBS (1963 Nash-Williams)

» Constructive proof in terms of ordinal
(Simposon 1988)

+ Variation of regular expressions (Murthy-
Russel, 1990)

+ A-translation (using Nupr!, Murthy 1990)
* Open mductlon (Coquand 1993, Gaser 1996)

___________________________________________________

13 14
Lexicographic ordering on infinite seqs Open induction library
+ Def. Assume that > is a well-founded ordering. ) )
Let (t,ts,...) >y (Uys,Us,...) if there exists i s.t. * > 16 GRNNINENS OO, [f each nonamey
rt2 fex \M 152 descending chain has a greatest lower bound.
t=uifor ¥V j<i and t;> u;.
* Pis open, if, for each descending chain x,=x,=...,
« Remark. >,, (on infinite sequences) is NOT WFO. P(glb {x;}) implies A( x; ) for some j.
Thmr{ 7J |‘J fmu in hubn lle/HOL
« Well founded indi~ ;‘\UY\ If <is WFO, * Open Indution If > is downward compf‘ete and. P is
ot open,
e N
(VX(V.V(.V \“‘\ Y)=>PX))=>(VX PX) (Vx(Vy(y<x=>Py)=>Px}}=>(Vx PX)
Proper extension of well-founded induction
* Lemma. >, is downward complete.
15 16
Recent work related verification Analysis = Abstraction+Model checking
* Model checker as backend analysis engine.
« Temporal authentication algorithm verification (with Example : Java dead code detection
NTT, 2005)
+ Old work (2003, U.Tokyo) Control flow
: P Intraprocedual analysis ;-SOOT + SMV
* Open induction library on Isabelle/HOL (2005-
e i ( ) Dead code detection (_use, W def,). .-
Design 2 months, Implementation 1 month (M2)
« Java analyzer by Weighted pushdown MC (2006)
+ Recent work (20086, JAIST) . Datafiow
+ Type guided MC of security protocol (2005-6) Interprocedual analysis-: 'SOOT + WelghledPDS
Dead code detection (PER-ba_sgq abstraction) -
Design 8 months, Implementation 2 weeks (D2)
17 18

33
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Example of model generation (SMV) Java analyzer on SMV (Old work)
———————————————— | one of the CTL farmulas as the dead code
static int f(int }{ detection : J3C compiler
Int i, 11, 12, $13, $i4; = AG _(def_I0 A AX _EF use_i0))
static int f{int x}{ i0 1= @parameterd: int; in the formula : def 0, target Jimple program ] CTL-FV formula as a specification ]
int y, debug; ® 5i3=0%2; I N
@ if{(x%2!=0) ® 33 == 0 goto labei0; CTL formulas corresponding to analysis specification
@ y=xt3+l; ‘ @ #M=10*3 instantiated by the target program
alse @ i1=$a+1; —
® y=x2; goto label1; | SMV input language (model) | AGI(~ - +)
® debugsy; labeld: AGY -« « -
retum y; ® j-n0/3 model checking by SMV K )
i label1: e
Java source code | ® i2=it; ranh ahovid i
. T graph should sati
; finite state: graph L]
} mﬂ:‘”"‘”‘“’w [ Yest, or Iocation where specification fails |
Jimple source code model (state transition graph)
19 20

Java use/def dead code detection by
SMV

« Abstraction (= Jimple code — SMV): 700 lines in Java

* Implement intra-procedural dead code detection
(used/def method)

Java.math.” (Java 1.3.1) | bytes Method | Time Dead codes
SignedMutableBigintege 11485 8 | 158C) 1 g1 0
Bitsieve 1948 10 577 0
BigDecimal 7217 35 26.70 0
Bi 12066 50| 167.96 11
Biglnteger 28888 104| 34658 14

333MHz Penll MMX, 128MB memory, Windows98

Weighted PDS (Reps, 2003)

+ Weighted PDS = (P, D, f) where f: A—D for
-P=(Q,T A pg,w): pushdown transition system
- D : bounded idempotent semiring (D,+,X,0,1)

* Intuition. Element in D is a function on properties
-fXg=g-f (on a path, ffollowed by g)
- f + g (when two path meet)

+ Implementations available for generalized reachability.
(Weighted DPS, WPDS+)

21 22
Example of weighted PDS Encoding dataflow by exploded supergraph
<go, wo>
& & x Y
(G0, Wo) — (g1, WoW) TRUE ﬂ :lm o ) E:v
(g1, w1) < (g2, w2) TRUE e false
(G1. W) < (G2, ws) FALSE . Gw‘m/ \.’;“m_,\\ ) l*“ Vl"”
(G2, Ws) < (o,€) TRUE i ! .
(q2, w2} — (Qo, € TRUE /

. true
WO
- S
- l.
=]
nondetermistic transiion © 1 RUE  (=1): say, reachable
+ FALSE (=0): say, unreachable
e ¢ X=A, +=V

m/ l,\,,, lm

X ¥ Env

+ Encoding : ¢l = var, stack = (pcUreturn pt.)*

23
34

24
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Example of model generation (WPDS)

+ Abstraction (= Jimple — WPDS): 1500 lines in Java
Stack machine (pcXenv, stack) = WPDS (cl, stack)

CaltSugar |
pubilic nt calins 8, it b) |
i
a om0y
-
whse
5= calip-), 1k T s
e o =

li ID semiring for dead code
4 { Axx, AXANY, AxID, 0}
|} where ANY=ID and

: asbiffatb=a

1 bl

]

s Ol avtancts CasSupas i M
puskiic et callid s, et b M =

=
W ==0)
-1

......

Java Analyzer on WPDS (recent work)

» Analysis as generalized pushdown reachability of

25

Publication 2005.4-2006.3

* M.Ogawa, E.Horita, S.0no, Proving Properties of
Incremental Merkle Trees, CADE-20, 2005.

» X.Li, M.Ogawa, Interprocedural Program Analysis
for Java based on Weighted Pushdown Model
Checking, AVIS'06, 2006.

« |.Sasano, M.Ogawa, Z.Hu, Maximum Marking
Problems with Accumulative Weight Functions,
ICTACO5, 2005.

Research activity 20054.-2006.3

* Organizer

- COE workshop on Verification Technology (VERITE)
= JAIST/AIST joint workshop (next 2006 May.19)

- COE workshop on Theorem Proving and Provers
= Closed workshop (next this Autumn)

- Several COE seminars

-E22EAARY 7 b TEESKE (PC chair)
= KA FiE (THEIB., ETIKRE) Evrar

27

Future collaboration

« Proving Kruskal-type theorems on Isabelle/HOL
- Term rewriting system theory library (Innsbruck U.)

= Analysis implementation = IML + abstraction + MC
- SML# compiler (Ohori, Tohoku U.)

» Modeling realtime system and its verification (? )
- Composability / Asynchronicity (Ono, Kogakuin U.)

29

28
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Fault-tolerant group communication protocols and fault-detection for distributed systems
and their application to autonomous mobile systems

Xavier Defago
eEELIRFIFRMTAFRE AR (BRI EMET

Group Communication and
Fault-Detection for Distributed
Systems with lication to
Autonomous ile Systems

Xavier DEFAGO

School of Information Science,
Japan Adv. Inst. of Science & Tech. (JAIST)

Motivation

Goal

Dependable Infrastructure
for a Trustworthy e-Society

» Dependable Infrastructure

* Mechanisms, methodologies for dependable infrastructures

o Trustworthy e-Society

# Face new challenges

l.\[.‘il

Our Research Area

Our Research Area

e B
= Network ..~

]\]‘w'l'

42

l.\[""l'
4
Outline
» Terminology
+ Group Communication & Agreement
+ Fault-Detection
o Autonomous Mobile Systems
s Concluding Remarks
l \IST
6



Fault-tolerant group communication protocols and fault-detection for distributed systems
and their application to autonomous mobile systems

Terminology ‘

Fault-Tolerant Systems 4-

° System pmperue’ No Faults Faults

® Safety vs. Liveness Safety & Liveness | Safety | Liveness
 Safety Ideal FT (@) @) )

® Never do “BAD” things.

® Ex., (vending mach.): coffee button & got smitg == get coffee Pragmatic FT O ] Fﬂ’bllbmt)'
« Liveness

e Eventually do “GOOD” things. EaL e O o X

® [Ex., (vending mach.): any button => get snitg after a while

7 8
Challenges Protocols: Agreement

« Requirements « Distributed Systems

e Safety, liveness, » collection of services

o » need for consistency

¢ l;lqn:‘er::;nl:y » masking faults, replication

L ]

e « Agreement

o Load, behavior * central issue, many instances

Chall ® group, leader

o allenges * atomic actions

* Hide uncertainty * reconfiguration

- Grlaceful degradation « Protocols

¢ Fail-safety . : # resilient agreement protocols

J.\IH"I' I ” ‘ ].\IH’I'
= ; M
9 10

Group
Communication
& Agreement

Distributed Agreement

s Situation
* Many instances
* Leader, group, ordering,...
« Tot. Order Bcast
* .. onordering
e Leader election
# .. onleader
» Transactions
* ... oncommit/abort
« Consensus

J.\lf‘:l'. ... on value

11




Fault-tolerant group communication protocols and fault-detection for distributed systems
and their application to autonomous mobile systems

Total Order Broadcast

Ordinary Broadcast

Total Order Broadcast

« Total Order Broadcast
* Broadcast primitive
» Hosts deliver same sequence of messages

l\].“w'l'

13

13

Total Order Broadcast:
Taxonomy

Fixed sequencer { 1 X 2 X 3

Moving 1% 2% 3
(- L

Privilege-based [ 1
Communication 1
history

Cagreemen KXY

¢ Survey [CSUR 04]
# 50 algorithms

+ Taxonomy
* 5 classes

* 12 variants

« Basis for comparison

Consensus

P1

P2

Ps
time
propose(uv;) o
+ Definition
# Participants propose value
» Agreement on decision value

decide(v)

l\].\'l'

15

Failure Detection

+ Distrib. agreement
& group comm.
* Fault-tolerant algorithms
rely on failure detectors
» Evaluation
* Performance influenced by
failure detectors:
detection time, mistakes
» Requires
# Failure detectors

l\]ﬁ'l' 7

44

17

l.\] ST

14

Fault-Detection
16

Goal
Fault-Detection as
Generic Service
].\] ST

18




Fault-tolerant group communication protocols and fault-detection for distributed systems
and their application to autonomous mobile systems

QoS of Failure Detectors

] l.atenq ] —
s Detection time R :==
cupt

® “How long to detect?”
# The shorter the better.

Requirements vs. Guarantees

(o fereenracy
.

» Accuracy e
« Mistake rate et = « Application requirements
® “How often suspect?” - * <{D,A}: max. detect. time, max. mistakes
» The fewer the better.  oupst « FD QoS

, » ={d,a}: effect. detection time, effect. mistakes 7
Just Just & '—a
19 20

Parametric Failure Detector Different Patterns

| in Maccarroney

=g

detection Hime

+ Parametric FD protocol
® Parameter value defines FD instance
* Tradeoff: accuracy <-> detection latency
= All possible instances define QoS coverage

Just e "g

+ Dispatcher-Worker
# Action: release resources
» Needs stability
* == conservative FD

+ Dispatcher-replica
* Action: failover
* Needs quick reaction
® =>mid. aggressive FD

j,\l.‘s’ I

21 22
Simultaneous FD Instances Accrual Failure Detectors
uin — [DSN 05]
g level . m}
£ -
e P s [ gl
« FD Instances Db, L L

# Single instance not sufficient
* But, no extra cost.
® == Support for multiple instances

J,\ISI' . ‘ i ’a

],\IS]' ' ‘ ; ‘ﬂg

23




Fault-tolerant group communication protocols and fault-detection for distributed systems
and their application to autonomous mobile systems

(p FD: Performance Evaluation

g

Mistake rate [1/

g
=

Detection time [s] Detection time [s]

¢ Global network (left) .
# similar to Chen w [SRDS 04]
« LAN (right) s,

® 10 times less mistakes than Chen

l \IS] 3

25

Context & Motivation

« Context

* Group of mobile robots

« Objective

# Prevent robot collisions

» Guidelines
* Decentralized
* Asynchronous communication
# Asynchronous positioning system
* [solate synchronous & RT assumptions

AlSI
.. 27

27

Architecture

Group
Application Program

o Collision-free protocol  ession bikding biocks

DO0000
Motion planning

no-collisions

| m
B I.nclal subsyste SrY nchrony]| Cotision-ree protocol |
* Individ. robot movemernts @) ]
» Detect inert obstacles
# Use sonars

# Ensure no-collision
* Fail-safe behavior

Middleware

].\lﬁ'l'

Autonomous Mobile
Systems

26

Context

+ Equipment

# 4 Pioneer-3 robots
* Laptop
* Wireless (WiFi; bluetooth)
* Sonar (180, 6-7m)

» Observation
* Ranges:
* Sonar:7m
* Bluetooth: 10m
* WiFi: 100m

l.\!."\“l'

28

Path Reservation

* Robot knows
= own destination / path
#* own location
¢ Does NOT know
# others” destinations
# others’ location
* others’ velocity
* communication delays
« Reservation
* request: request lock
® release: release lock

l.\i‘i'l'

46
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Fault-tolerant group communication protocols and fault-detection for distributed systems
and their application to autonomous mobile systems

Two Models
[YCDWO06]
Model | Model 2
Comm. range Unlimited within range D
Group Static Dynamic
Group knowledge Full system Partial; within range D
Synch. assumpt. (S failure detector Neighborhood discovery
Scalability Low Very high
Fault-tolerance YES not yet
Deadlocks Detect locally Detect within range D
Just ' n

Concluding Remarks

31

32

-. Conclusion ,

e Protocols

® Agreement issues

® Scalability, evaluation
e Means

® Fault detection

® Evaluation, control
¢ Environment

* Location awareness
® Mobile systems

i _wsdB

-)ngoing & Future Work

o Agreement
® Scalability, QoS
* Groups of people
« Failure Detection
® Large-scale monitoring, experimentation
® Use control theory; QoS stability
« Mobile Systems
* Middleware platform: single system view
® Hybrid systems: sensor networks & mobile nodes
® Theory: minimal assumptions

} I:,_ Self-stabilizing, self-organizing protocols -

33

34

@10%%@)
¥ Avomers

]_\IS[' . ‘ 4 a

Collaborations

» Agreement
* Swiss Federal Institute of Technology, Lausanne (EPFL)

« Failure Detectors
* Tokyo Denki University

® AT&T research (in discussions)

« Mobile Systems
# JAIST, Chong lab.
* Kyushu University
® [RISA - Univ. Rennes, France i

Just o z
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and their application to autonomous mobile systems

o
-e Results (2004.7

e Agreement
* [éfago, Schiper. Semi-passive replication & Lazy Consensus. [, Par. & [Vistr,
Comp. (12/2004)
= Défago, Schiper, Urbdn. Total order broadcast algorithms, ACM Comput.
Sure. (12/2004)

¢ Failure Detectors
* Défago, Urbdn, Hayashibara, Katayama. Definition and specification of
acerual failure detectors. [EEE Conf. Dependable Systems & Networks, (7/2005)
# Hayashibara, Défago, Yared, Katayama. The ¢ accrual failure detector [FFE
Symp. Reliable Distr. Syst.,(10/2004)

¢ Mobile Systems
* Yared, Défago, Katayama. Fault-tol group membership using physical
robot messengers. IEEE Conf. Ady. Inf. Netw. & Appl., (3/2005).

. A Défago, Gradinariu, Roy. Te ds a theory of self-organizati
il

‘:ﬁe Ongoing Wo

o Agreement

*  Urbin, Mena, Défago, Katayama. C ncy in mi
frameworks, JAIST, [5-RR-2006-004,

o Failure Detectors

*  Wiesmann, Urbdn, Défago. An SNMP-based failure detection service.
JAIST, IS-ER-20006-001.

o Mobile Systems
= Cartigny, Défago. A sowing routing protocol for dense mobile ad-hoc
networks. [AIST, [5-RR-2005-009.
* Souissi, Défago, Yamashita. E 11 i P
with limited visibility. JAIST, I5- HR-.?OU.ﬁ-GlG
® Yared, Défago, Cartigny, Wiesmnnn I.ocahty-pnsemng distributed path
reservation p 1 for mobile robots, JAIST,

S-RR 2006-1'.03
].-’&;L

for gathering
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BBt.cr Research Activitialill

o Invited Talks
* [FIP WG 10.4 meeting, summer 2005
® [FIP WG 10.4 meeting, winter 2006
* efc...

e Program Committees

IEEE Symp. Reliable Distrib. Systems, 2004

IEEE Intl. Conf. Dependable Systems & Networks, 2005
IEEE Intl. Conf. Distrib. Comput. Systems, 2006
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nodeset server class s mum 1 f 1
netset ethnet class @ num 4 — S
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attach server.netif["lan0”] sthnet[0]
attash server.netif("lanl"] ethnet(1]
attach server.netif[*lan2”] ethret[2]
attach server.netif[*lani"] sthnat[3]

attach client.netif("lan0"] ethnet(0]

attach client.netif["lanl”] ethret[1]

attach client.netif(["lan2"] ethnet[2] - |

attach client.netif{*lani"] sthnet[3]
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